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Tweets about contaminated water, tainted turkey look to security experts like practice for the political season
By Rob Barry (https://twitter.com/rob_barry?lang=en) | Graphics by Shane Shiﬄett (https://twitter.com/shaneshiﬄett?lang=en)
Published Feb. 20, 2018 at 3 30 p.m. ET

Alice Norton posted an emergency message on a cooking-website forum on
Thanksgiving 2015: Her entire family had severe food poisoning after buying a
turkey from Walmart.
“My son Robert got in the hospital and he’s still there,” wrote Ms. Norton, who
had described herself as a 31-year-old New York City mother of two. “I don’t
know what to do!”
Within hours, Twitter users repeated the claim thousands of times, and a news
story was published saying 200 people were in critical condition after eating
tainted turkey.
The catch? No outbreak of food poisoning matching this description occurred,
according to New York City health oﬃcials. A Walmart Inc. spokesman said the
company had spotted the posts but determined they were a hoax and didn’t
investigate their origin further.
In fact, many of the claims came from accounts linked to a pro-Kremlin
propaganda agency charged by Special Counsel Robert Mueller’s oﬃce
(https://www.wsj.com/articles/russians-charged-with-interfering-in-u-selection-1518804495) last week for meddling in U.S. politics. Security experts
now believe the early posts, and others like them, may have been practice for a
bigger target: the 2016 U.S. election.
While it is impossible to be sure what was in the minds of Russians tweeting
false stories in 2014 and 2015—which also included tales of contaminated water,
terrorist attacks and a chemical-plant explosion—these experts say it is as if the
Russians were testing to see how much they could get Americans to believe.
“Well before it was focused on the 2016 election, what Russia was doing was
stockpiling capabilities,” said Keir Giles, a specialist in Russian information
warfare at the Chatham House think tank in London. “They were doing test runs
of what happens if we launch this kind of Twitter attack or attempt to start this
kind of panic. Sit back, reﬁne your results, see what works and what doesn’t.”

Nearly 100 Twitter users who linked to Ms. Norton’s Thanksgiving-turkey post
were among 2,700-plus accounts Twitter deactivated late last year because they
were controlled by the Internet Research Agency, the St. Petersburg-based outﬁt
the Justice Department says spread Russian propaganda across the internet.
Twitter last month said it deactivated more than a thousand additional such
accounts (https://www.wsj.com/articles/twitter-reveals-1-000-more-accountstied-to-russian-propaganda-agency-1516414856) as it and other tech ﬁrms
continue to grapple with the exploitation of their platforms.
An analysis of 221,641 tweets The Wall Street Journal was able to ﬁnd
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from the now-blocked users shows that prior to their election activity,

A sample of messages from Russian Twitter
users sent on Thanksgiving 2015.

they attempted to incite chaos, fear and outrage about ﬁctitious events,
with success that at times spilled into the real world.
The Journal’s analysis included messages posted by 2,170 Russiancontrolled accounts. Sometimes they worked alone, spreading news,
chatting about politics or popular culture and retweeting others. Other
times, dozens of the accounts, even hundreds, ﬂocked around a single
message.
Taken together, the activity—much of which has now been wiped from
the internet—presents a rare perspective on an external eﬀort to
manipulate American minds. Those behind the eﬀorts took advantage
of an array of social-media platforms, broadcasters, fake-news
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websites, Wikipedia and in one case, a federal regulator.
Many of the users who took part in the early campaigns went on to
participate in the U.S. presidential-election attack, mostly supporting
Donald Trump and Bernie Sanders while disparaging Hillary Clinton
and Jeb Bush, as early as the middle of 2015
(https://www.wsj.com/articles/russian-twitter-support-for-trumpbegan-right-after-he-started-campaign-1509964380).
Top U.S. intelligence oﬃcials said last week they expect Russians to
interfere again in the midterm elections
(https://www.wsj.com/articles/midterm-elections-remain-vulnerable-
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to-russian-meddling-u-s-spy-chief-says-1518539348). The U.S. charged
more than a dozen Russian nationals and organizations last week with
engaging in a widespread eﬀort to interfere in U.S. politics. The eﬀorts
date to mid-2014, the U.S. government says, just as the disinformation
campaign was getting under way. Russia has denied it meddled in the
2016 election.
Some Twitter users who appeared to work in tandem with the nowshuttered accounts remained active this month, the Journal found.

Ben_Sar_Gent

Meanwhile, although Twitter, Facebook and Google have faced
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congressional grilling over the misuse of their platforms, some other
social-media ﬁrms and websites have faced no public scrutiny despite
having users who also appear to have worked with the Russia-linked
accounts shut down by Twitter.
“Each day, it just gets bigger and bigger and bigger,” said Clint Watts, a
former Federal Bureau of Investigation counterterrorism expert who
studies Russian propaganda at the Foreign Policy Research Institute, a
Pennsylvania-based think tank.

A spokeswoman for Twitter referred to recent congressional testimony
(https://www.intelligence.senate.gov/sites/default/ﬁles/documents/ossedgett-110117.pdf) and blog posts
(https://blog.twitter.com/oﬃcial/en_us/topics/company/2018/2016election-update.html) in which the social media ﬁrm said it is now
blocking more than 500,000 “suspicious logins” daily. The
spokeswoman declined to make executives available to discuss the
incidents described in this article.
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The purported Ms. Norton, the cooking-website user who said her
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family got food poisoning from a Thanksgiving turkey, didn’t respond
to an email sent to the address she used to sign up at the website.

Source: Wall Street Journal analysis of Twitter data

The Journal’s data shows a small number of Russian tweets before

2014, but it was a deadly plane crash that year that brought out the strongest
early response. On July 17, 2014, an anti-aircraft missile shot down Malaysia
Airlines Flight 17 over Ukraine, killing all 298 passengers and crew.
While the Obama administration quickly ﬁngered Russian-backed insurgents in
eastern Ukraine, the Kremlin suggested it was Ukrainian forces that downed the
airliner. A safety board in the Netherlands, which lost many citizens in the crash,
concluded the plane was shot down by a Russian-made missile ﬁred from eastern
Ukraine.
Russian-linked Twitter users at ﬁrst tweeted news of the tragedy, but within
hours they were raising questions about who was responsible. By the next
morning, they had latched onto a hashtag blaming the Ukrainian government:
КиевСбилБоинг – Kiev shot down the airliner.
In all, the Journal found 78 now-deactivated Twitter accounts that participated
in the Malaysian Flight 17 campaign. They tweeted about it for months.
Not long after the airliner disaster, Russian-linked accounts began turning their
attention to America.

Evolving Russian Tweets
Russia-linked Twitter users loated several false stories before moving on to politics as the U.S. 2016 election year neared.
Percentage of daily tweets by topic
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Note: Tweets collected at irregular intervals; election includes tweets mentioning Donald Trump or Hillary Clinton
Source: Wall Street Journal analysis of Twitter data

Beginning Sept. 11, 2014, at least 141 now-blocked accounts falsely claimed a
chemical plant in Louisiana had exploded. Many went further, saying it was an
attack by Islamic State.
The claims of terrorism continued in their next assault, the Journal’s analysis
shows. On Christmas Eve 2014, hackers calling themselves the CyberCaliphate
and claiming Islamic State aﬃliation defaced an article
(http://www.santafenewmexican.com/news/local_news/hoax-or-cyberattack-

Nov

abq-journal-s-mobile-app-hacked/article_32f895fa-79e4-5b13-9f6ea43a4d2bc8da.html?mode=jqm) on the Albuquerque Journal’s website with an
ominous message: “You’ll see no mercy inﬁdels. We are already here, we are in
your PCs, in each house, in each oﬃce. With Allah’s permission we begin with
Albuquerque.”
The next day, Russian-operated Twitter accounts sprang into action, spreading
and distorting news of the hack, whose perpetrators, intelligence experts now
believe, may be connected to the Kremlin.
Some of the accounts treated it as a full-blown terrorist incident. “ISIS terrorists
live among us!” two accounts said.
They blamed the U.S. government for not stopping the hackers. “The ISIS hacked
Albuquerque Journal website! It’s all Obama’s fault!” a now-suspended user
named Andrea Macchaell wrote, using the hashtags #ImmigrationAction and
#ISISattacks.
The self-styled CyberCaliphate, which went on to claim credit for hacking other
government and media targets, has since been suspected by security researchers
of being linked to Fancy Bear, the Russian military intelligence group
(https://www.wsj.com/articles/russian-hackers-evolve-to-serve-the-kremlin1476907214) that U.S. oﬃcials say hacked the email accounts of Democratic
Party oﬃcials and political ﬁgures in early 2016 and released the material online.
On March 10, 2015, dozens of Twitter users with accounts since deactivated by
Twitter spread word that a phosphorus leak had tainted the water supply near
the tiny town of American Falls, Idaho.
That same day, an article posted on CNN’s citizen-journalism website iReport
(http://ireport.cnn.com/docs/DOC-1223470), showing people in biohazard suits,
said “nuclear phosphorus wastes” had poisoned the water in a nearby reservoir
and described the incident as “the time bomb which exploded.”
A spokesman for the Idaho Department of Environmental Quality said the
agency was “very much aware” of the poisoned-water claims, which were
“certainly false.”
Many of the 50 Russia-linked Twitter accounts that spread the story used nearly
identical language. A constant theme among their tweets: The fault lay with the
U.S. government.
Twenty-ﬁve other Twitter accounts that talked about the supposed leak haven’t
been publicly identiﬁed as Russian-linked. Some were still on the platform this
month, the Journal found.
“Looks like we are very vulnerable and unprotected!” wrote
(https://twitter.com/Edwin_Garrett/status/575402772071321603) one of those, a
user called Edwin Garret, who posted at least 30 messages about it. “Govt wants
to poison native americans.”
This account last posted a message (http://archive.is/LrGbn) on July 25, 2015,
suggesting a slogan for Mr. Trump’s newly announced presidential campaign:
“Hillary, you are ﬁred!” This month, after the Journal asked Twitter about the
user’s activity, its proﬁle page displayed a new message: “Caution: This account
is temporarily restricted…because there has been some unusual activity.”

Meanwhile, the CNN iReport story of tainted Idaho water—on a page
showing the platform’s logo and saying the article was “not veriﬁed by
CNN”—was still accessible this month. A CNN spokesman said the
article received “about two dozen total views” and the company
“sunset” the user-generated iReport platform in 2015, partly over
concerns about hoaxes. Its articles remain accessible online.
By late 2015, the Russian users had posted more than 2.4 million tweets
and retweets, the Journal’s data show, though none are now visible on
Twitter.
Late 2015 was when the Russian operators created most of the Twitter
personas who went on to accumulate tens of thousands of followers
and engage vocally in U.S. politics—and with campaign oﬃcials. At
least 121 of the now-deactivated accounts posted messages about
Republican and Democratic primary debates in November and
December 2015.
As that year’s holiday season began, they also embarked on one of their
last apparent test runs before the full-ﬂedged U.S. election assault.

How the Tainted Turkey Campaign Unfolded

Plans for the story of supposed food poisoning from
Thanksgiving turkey bought at Walmart were under
way by mid-October 2015, when records from
cyberforensics company DomainTools show
someone registered a website called Proud to Be
Black, billed as a “black information portal.”

A screenshot of CNN’s citizen-journalism website
iReport featuring a false story about phosphorus
poisoning in Idaho.

Then, users on Wikipedia, the collaborative encyclopedia that can be edited
anonymously, began laying more groundwork. A group of Wikipedia accounts that
earlier had worked on articles about Hillary Clinton, the Central Intelligence
Agency and American extremist groups focused in early November 2015 on two
new topics: food poisoning and turkey meat.

Early on Thanksgiving Day, the strands came
together when the Alice Norton account posted the
message on the discusscooking.com website saying
her family had been stricken after eating turkey
from Walmart.

Proud to Be Black posted an article with the
alarming headline “200 in Critical Condition Due to
Food Poisoning in New York.” The article

(http://archive.is/DMwh0) recommended that New
Yorkers not buy turkey. “Police investigation is
underway,” it said.

The Wikipedia users who earlier worked on articles about Hillary Clinton and the
CIA then created a new Wikipedia article: “2015 New York poisoned turkey
incident.” It cited the Proud to Be Black article as a source.

The bogus entry was quickly detected and deleted.
A spokeswoman for Wikimedia Foundation, the
nonpro it that supports Wikipedia, said that
“volunteer editors were able to identify sockpuppet
accounts—the misuse of multiple user accounts on
Wikipedia—that repeatedly violated Wikipedia’s
policies, and take action by blocking those
accounts.”
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Source: Wall Street Journal analysis of Twitter data

Russia-linked Twitter accounts kicked in.

They posted at least 1,151 messages about the nonexistent food poisoning, most within the irst few hours. Many linked to the Wikipedia entries and
Alice Norton’s message.

In addition, users who haven’t been publicly identi ied as Russia-linked posted around 1,500 messages about the outbreak.

At least 31 accounts on the blogging service Tumblr
posted messages about the outbreak.

Many used memes from popular culture, such as an
animated image (https://archive.is/bYnXc) from the
1973 horror ilm “The Exorcist.” Many of the
accounts were still active this month. Tumblr’s

owner, a unit of Verizon Communications, said it is
“continuously investigating and referring criminal
and state-sponsored activity on our platforms to
appropriate law enforcement authorities.”

The day after Thanksgiving, the U.S. Agriculture Department received a
complaint alleging a New Yorker had been hospitalized by tainted turkey. The
complaint couldn’t be investigated because its contact information was invalid,
agency records show.
A spokesman for the New York City Department of Health and Mental Hygiene
said the agency had no record of any food-poisoning episode matching the
details in the accounts.
The manager of the discusscooking.com website described Alice Norton’s
account as consistent with what it has seen with scammers in the past and said
it has had no further posting from the account.
The onslaught of food-poisoning claims was a shock to Brock Stein, an executive
of a turkey company the hoaxers said supplied tainted turkey to Walmart. Mr.
Stein said the company, Pennsylvania-based Koch Turkey Farms, doesn’t sell
turkey to Walmart. He said the turkey company investigated the incident and
quickly determined it was a fake.
At least 29 of the Twitter users who repeated the food-poisoning claims
appeared to remain active on Twitter as of last month.
One of them, calling herself Hailey Wilson (https://archive.is/vr7li) and saying
she lived in New York, posted 21 messages about the outbreak in 2015. The
account posted a scattering of pictures (https://archive.is/ZEﬁc) showing a
young blond woman in various poses, including a proﬁle photo
(https://screenshots.ﬁrefox.com/nPjZ08Jvl6PXpe2x/twitter.com) in a green ﬁeld
with a dog.
The real person in the photos, the Journal found, is 25-year-old Rebecca James, a
project manager living in Washington, D.C. Reached by the Journal, Ms. James
said she believed the ﬁve pictures used by the “Hailey Wilson” account were
stolen from her Facebook account.
She said the proﬁle photo was taken on an apple-picking trip with her family and
dog, a Shiba Inu named Sushi, adding: “Very clever, the way they’re doing it,
taking the public pieces of a Facebook proﬁle.”
After speaking with the Journal, Ms. James got in touch with Twitter, which
wrote back: “Thank you for contacting us about this issue. We have reviewed the
account you reported and have locked it because we found it to be in violation of
the Twitter Rules.”
Sarah Nassauer, Mark Maremont and Masha Froliak contributed to this article.
Write to Rob Barry at rob.barry@wsj.com (mailto:rob.barry@wsj.com).

Methodology
To analyze the Russia-linked disinformation campaign on Twitter, The Wall Street Journal irst had to
gain access to some of the tweets.

The challenge: Before the accounts’ names were revealed in congressional hearings late last year, Twitter
wiped their messages from the internet. The platform said it was following procedures for accounts that
violate its terms of service, but the move left the public only scant clues as to what the Russia-linked
accounts had said.
However, traces of their activity remained scattered on hard drives of researchers and others who over
the years have been collecting streams of data from Twitter. To reconstruct some of the activity by the
2,752 accounts, Journal reporters gained access to several of these caches.
In the end, reporters gathered a total of 221,641 tweets by 2,170 of the accounts. The earliest messages
date to April 2011, and the latest October 2017, days before the accounts’ names were publicly revealed.
Because most of the records also include details about how many times each user had tweeted in total,
the Journal was able to determine that the Russia-linked users tweeted and retweeted at least ive
million times before their accounts were shut o .
Both Twitter and Facebook have taken steps to notify users if they interacted with the Russia-linked
accounts. Because much of Facebook’s user data is private, a comparable analysis of Russian activity on
that platform is not possible.
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